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Overview of Raptor-Safe

= Easily run advanced static analysis on Raptor-
Dev applications

= One license covers every New Eagle ECU
= Stack Check, Time Check, Astrée
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Building Scalable Safety Solutions for Embedded Systems

Model-based Software Development

Application graphically specified —
by data flow diagrams and/or e —FE i ||~

finite state machines - = r—
Model is software specification S B

o, RaEws, §00Kk Bad Ratas, SO0k

and has executable semantics I -

Raptor Stack Check

Bnablas: Prskled
san

Automated & integrated development tools: ~=E§.. || SEEH
= automatic target code generation (typically C code) T
= automatic simulation
= automatic model-based testing

BUT: Higher level of abstraction than with programming in C.
What about timing, memory consumption, runtime errors, integration issues?

Automated & integrated development tools:
& Static analysis for runtime errors, worst-case stack usage and worst-case execution time (WCET)
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Functional Safety

= Demonstration of functional correctness REQUIRED BY
=  Functional requirements are satisfied DO-1¢8B/ DO-178C /
> Automated and/or model-based testing 150-26262, EN-50128,
IEC-61508

» Formal techniques: model checking, theorem proving

= Satisfaction of safety-relevant quality requirements REQUIRED BY
DO-178B/ DO-178C/

I1S0-26262, EN-50128,
IEC-61508

= No runtime errors (e.g. division by zero, overflow,
invalid pointer access, out-of-bounds array access) ™ —— Security-relevant
" Resource usage: ISO 21434, DO-356A, ...
= Timing requirements (e.g. WCET, WCRT) /
= Memory requirements (e.g. no stack overflow)

= Robustness / freedom of interference (e.g. no corruption of content, Code Guideline Checking

incorrect synchronization, illegal read/write accesses) Runtime Error Analysis /
i ) _ ] Data & Control Flow Analysis /
= Compliance with the software architecture, data and control coupling Data and Control Coupling
» Insufficient: Tests & Measurements Code Metrics
= No specific test cases, unclear test end criteria, no full coverage possible WCET Analysis
> Static analysis Stack Usage Analysis

= Formal technique (sound): Abstract Interpretation — no defect missed

Building Scalable Safety Solutions for Embedded Systems
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Static Program Analysis

= Computes results only from program structure, without executing the software.

= (Categories, depending on analysis depth:
= Syntax-based: Coding guideline checkers (e.g. MISRA C)
= Semantics-based

Question: Is there an error in the program?

e “ ” e Exact WCET
= False positive: answer wrongly “Yes M
" False negative: answer wrongly “No” ;% Execution Time / Stack Usage

= Unsound: Bug-finders / bug-hunters.
= False positives: possible ’\} nsound

= False negatives: possible

Execution Time /Stack Usage

A

Execution Time /Stack Usage

MSound / Abstract Interpretation-based
= False positives: possible

= No false negatives = Soundness
No defect missed

@
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.
Worst-Case Stack Usage Analysis

= Abstract Interpretation-based static analysis at binary code level

= StackAnalyzer computes safe upper bounds of the stack usage of the tasks in a program
for all inputs

Application Code Specifications (*.ais) Worst Case Stack Usage
+ Visualization, Documentation Example Targets:
e etk Am486 C Arm Qew T+
s C16x & ST10 T C28x 5
.. \ C33x ¥ dspic b\
........ ERC32 ZHOA  Frs1s (ce]
1 “.a  StackAnalyzer g e
. = 5 — LEON2 “HOA LEON3&LEON; WOA
CO m pl Ier s — M68k & ColdFire W/A+3  MCS251
Li nker 'N N MCS51 ® MmIps32
: "‘ MSP430(x) ® Niosll
:: PowerPC /»“7#(+ RenesasRX ®
Exec uta b I e \; RISC-V ©78)  New:RL78 ®
* * S12Z #  SuperH 24
( .elf / -OV Tricore  T/AMTH  vssoaRHS50 A&
EB F¢ / 86 CTOCH
56 8¢
4E B/ Entry Point
O
Building Scalable Safety Solutions for Embedded Systems h Absint




Maximum Global Stack Usage

OS-Overhead, Initialization (possibly empty) } Sizeof (initialization frame)
+
Stack cells used by lowest priority task/ISR - }Max(StackAnaIyzer(Iowest_priority_tasks))
+
Context including return address } Sizeof (corresponding context frame)
Stack cells used by ) o
second lowest priority task/ISR - }Max(StackAnaIyzer(second_lowest_prlorlty_tasks))
+
Task context including return address }Sizeof (co.lr-responding context frame)
+
Context including return address }Sizeof (corresponding context frame)
+
Stack cells used by highest priority task/ISR }Max(StackAnaIyzer(highest_priority_tasks))

Building Scalable Safety Solutions for Embedded Systems
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StackAnalyzer Result Combination

Project  Analysis Help

EEHO® ®

Y “ Taskl_low

—— Spurce files

ﬂ Stack Usage
L “ Task2_low

—— Spurce files

ﬂ Stack Usage
A/ “ Taskl_high

—— Source files

ﬂ Stack Usage
L “ Task2_high

—— Source files

ﬂ Stack Usage

A/ “ISRl

—— Sopurce files
_ﬂ Stack Usage

A “ISR2

—— Source files

ﬂ Stack Usage
E Global_Stackusage

Information

-

m

-

ID:

Comment:

Expression:

Result:

Analyses - Global _Stackusage

Global_Stackufage

128

+ max (#Task1_low, #Task?_low)
+ 32 ask-Switch et
+ max (#Task1_high, #Task2_high) |/ High Priorit
+ 64 ISE. Switch Offset
+max (#ISR1, £ISR2) Interrupt Handler

=  Formulate mathematical expressions
= Refer to analysis IDs

= Allows to compute system stack usage
automatically.

11375

Building Scalable Safety Solutions for Embedded Systems
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StackAnalyzer Benefits

= StackAnalyzer reduces risk of failures in the field: no more stack overflows.
=  Computed bounds are valid for all inputs and all execution scenarios.

= Analyses the executable binary
= No debug information needed

Maximum Stack Usage for Entry 'main': [0..240] Maxinum Stack History:
-= 0 'ma.

= No code instrumentation needed

‘ main: [0..16] ‘
_—-

. . I
= Taking into account 'T:" R
= |oops and recursions, 1 : 1
. inline assembly, 7‘ ‘ Procl: [0..32] | ‘ malloc_x: [0..16] ‘ ‘ strcpy x: [0..48] ‘ ‘ Proc5: [0
. . . ( | Y ‘
= object code libraries, and Z=xon )| (Eeve) ()
. . . . . J
= link-time optimizations oy

= Available for numerous target architectures

= Tool Couplings available, e.g., to
Raptor-Deuv.

Building Scalable Safety Solutions for Embedded Systems
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Raptor-Safe Stack Check

Raptor StaCk ChECk P4 RaptorSafeDemoGCMS6 - Simulink - O X

SIMULATION MODELING
7, . P = )
Enable : Enabled [EJ </ (‘_/) & Automatic ~ C} Code for component l] =l B Open Report ~ L& a@
Auto Run : Enabled Custom Quick C/C++Code @ Settings ~ Code {Rap:orSa(eDemoGCMSS J Build View % Remove Highlighting Venfy = Share
Stack Usage Threshold : 90% Target ~ Start Adwvisor ¥ Interface ~ v Code Code ~ ¥:
JQUTPUT | ASSISTANCE PREPARE GENERATE CODE RESULTS VERIFY SHARE "

Results Location : Raptor Default
RaptorSafeDemoGCMS6 X Power Up_Down frisid

{*a| RaptorSafeDemoGCM56

Model Browser
®

&
&l
_ =4 ECU Definition
| ™3 Source Block Parametersiraptor stack ch... — x|
b s:rraptor_stack =] Raptor Advisor CAN Definition XCP Protocol Definition
— Total ssabled checks ‘ “
Raptor Stack Check (mask) (link) | i T
J Display chacks : 11 )4
Stack analysis tool integrated with Raptor-Dev which automatically checks .::’: rarote X
for critical errors in the compiled executable, ensuring the analysis reflects e g
what is programmed and run on the hardware. Requires additional Raptor- —ee G
{| Devlicense. rodowry ;
I - Worst-case stack usage calculated per task Pacwive | x 05 <xrd)
- Identification of potential recursive calls sl it g ey
- Detection of loops that may not terminate ! ergrdresma sl 4
Coppigt Now Eao 2025 | =
opyrig lew Eagle 1 e n-:;::' stanserd

Parameters L}

Enabled ‘
Auto Run After Build

Stack Usage Threshold ‘ 90 ‘ "u

Results Location [Raptor Default v ‘ 5

«

[ ]Enable User AlS Annotations

Code Mappings - Component Interface

Ready 60% FixedStepDiscrete

OK H Cancel H Help ‘

®
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Real-Time Systems

= Correctness depends on their temporal aspects as well as their functional aspects.
= Real-time tasks must terminate within specified time constraints (deadlines).

= Violation of timing constraints
= js a defect potentially causing a failure
= degrades availability

7.4.13 An upper estimation of required resources for the embedded software shall be made, including:

» Worst-case execution time (WCET)
» Worst-case response time (WCRT) =
b) the storage space; and WCET + preemption time + blocking time

a) the execution time;

EXAMPLE RAM for stacks and heaps, ROM for programme and non-volatile data.

» > Worst-case stack usage

Excerpt from:
ISO/ 26262-6 Road vehicles - Functional safety — Part 6: Product development: Software Level, 2018.

Building Scalable Safety Solutions for Embedded Systems
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Execution Time Variability

= LOAD r2, a i:
X=a+b; = LOAD ri, b -
% ADD r3,r2,rl §

68K (1990) MPC 5xx (2000)

TriCore AURIX 2" GEN TC397 (2016)

350
300
250
200
150
100

50

Execution Time (Clock Cycles) Execution Time depending on Flash Memory
(Clock Cycles)
30
20
B Clock Cycles
0
&5 & °
0 Wait 1 Wait External
Best Case = Worst Case Cycles Cycle (6,1,1,1,...)

Building Scalable Safety Solutions for Embedded Systems
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1200
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600

400

200

0

Execution Time (Clock Cycles)

®mClock Cycles

Best Case 9 Wait-States Worst Case  Inter-Core
(64 Wait- Worst Case
States) (64 Wait-
States +
Interference)
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Two Levels of Timing

] — | )
Code level s b AbsInt Timing Tools:
= Single process, task, ISR e e aiT
= Focus on v : TimeWeaver

0x40001028 Wr 9, o
| | C t I fI 0x40001d2c bz 9, -32248(r9)
ontrol Tlow s A

0x40001d34 cmpi cr7, 0, r0, +10

= Processor architecture e s m—
with pipelines and caches [T—\
= WCET 1[
e

= System level

Fixed-point iteration

= Multiple functions or tasks v v c e
= Focus on R=C+ Y CJ{HSQ -7 W RT analysis or
e |7 simulation tools
= Integration and scheduling / ~ #of preemptions
= End-to-end timing Response time Interference
= Worst-Case Response Time Core execution time:
+ Budgets
(WCRT) * Measurement
* WCET

€l Absint

Building Scalable Safety Solutions for Embedded Systems




Early-Stage WCET Estimation

= Feedback about worst-case execution time in early stages prevents late-
stage design problems

= Assumptions and requirements:
= Precise microcontroller variant & configuration may not be fixed yet
= Estimations of the WCET are sufficient
= Timing information must be available with low computing effort
= Userinteraction must be minimal

Building Scalable Safety Solutions for Embedded Systems
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TimingProfiler Workflow

Global static program analysis: microarchitecture analysis (caches, pipelines, ...) + value analysis
Integer linear programming for path analysis

» Estimates on the worst-case execution time (WCET)

Application Code  Specifications (*.ais) Worst Case Execution Time Estimate

+ Visualization, Documentation

terminate ()

Compiler =L
Linker =

Executable
(*.elf /*.out)

o /
56 8¢
4E B/ Entry Point

Building Scalable Safety Solutions for Embedded Systems
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Rapt

Raptor Time Check

Enable

Auto Run

Cache Option
Default Loop Bound
Results Location

: Enabled
Enabled

: Always miss

¢ Unlimited

: Raptor Default

[ "B Source Block Parameters:r

aptor_time_ch... =

Raptor Time Check (mask) (link

)

Deyv license.

- Available early in the devel

Copyright New Eagle 2025

Timing profiler tool integrated with Raptor-Dev which automatically checks
for critical errors in the compiled executable, ensuring the analysis reflects
what is programmed and run on the hardware. Requires additional Raptor-

- Identify application components with unsatisfactory execution times

opment process

| - Detection of loops that may not terminate

Parameters

Enabled
] Auto Run After Build

Il Instruction Cache Options

| Always miss

Default Loop Bound | 0

Results Location | Raptor Default

[_|Enable User AIS Annotations

OK ‘ ‘ Cancel H Help ‘

or-Safe Time Check

16
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# CCM112 Summit Raptor Safe - Simulink - (=} X
SIMULATION DEBUG MODELING FORMAT APPS € CODE il e e aA e (2w )
] DIY PID CCM112_Summit_Raptor_Safe *  Background = | e
3 r 8
§ @ |"a|CCM112_Summit_Raptor_Safe » v g
3 H
Y 2
oy CAN Definition CAP <
XCP Protocol Definition
- e CAN Bus - ¢
ECU Deﬁn|t|on Hardware Resource Hardware R¢
E Baud Rate Bay
Tx Queue : ¥ nessages ™
- Rx Quaue : B pasauges n
L")
O
CAN Bus : © CAN Definition CA?P
BCU : COM-53NN-112-2303 XCP Name
Default UDS reflash : © Broadcast - [ hoa
CAN Bus : CANS <
0B Adczan e Rardwara Resource : ANz Hardwara R
UDS Tool Address : Transmit Baud Rava s 503k Bay
Build Name : BC ID Storage .
i Tx Queue : ¢ pesssges ksl
ol Aecarin 1t R Sroraon oo Rk (ER Rx Queue : G mesrages ™
Compiler : Tx ID Storage : Coastant {FLAZH) :
Output : Bapto DAQs 0 100 ms
Max Lists per DRQ
Security rdazd —
Recesa : 1 CAN Definition CA?
CAN Bus : <
Hardware Regource - Hardware Tu
Maud Rate : 500 Bay
Timed Trigger Tx Queue : ™
Rx Queue : 0 pesssges R
Power Up_Cown
CAN Definition CAP
CAN Bus : ChNA ¢
- ™y Hardware Resource : “AN4 Hardware R
o Baud Rate 1 500k Bay
Tx Queue = £ LY
I!: Foreground Rx Queue : £ mes i
1] ]
»
Code Mappings - Component Interface
Ready View 5 warnings 80% FixedStepDiscrete
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aiT Worst-Case Execution Time Analyzer

= Global static program analysis by Abstract Interpretation:
microarchitecture analysis (caches, pipelines, ...) + value analysis + path analysis

= Safe and precise WCET bounds for timing-predictable processors

Application Code  Specifications (*.ais)

200 kHz ;
var iablet+ +; Jdebook” + 1 loop exactly 16 end;
n " fac" max 6;
"r f" is not analyzed and takes max yc L
O0D" + OXAC bytes / "U_MOD" + 0xC4 byt max
m 0x20 to 0x497 is readonly;
.
.
.
.
.
..
.
.
.
.
.
.
.‘
1 )
.
..
o —
. A [Eioe 5
= . -
ompiler =
= el

Linker i

Executable
(*.elf /*.out)
EB F¢ /

52 0
90 8¢

4E Ff7 Entry Point

Building Scalable Safety Solutions for Embedded Systems

Worst Case Execution Time
+ Visualization, Documentation

Example Targets:

PowerPC
55xx/56xx/57xx/...

TriCore/AURIX

ARM Cortex
MO/M3/M4/R4AF/R5F...

C28x, LEON, V850, ...

RISC-V*
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Multi-Core Concerns

= Contention on shared resources:
= Memory, caches, external interfaces, prefetch buffers, ...

= Typically arbitrated by interconnects / coherency fabric
= Accesses are subject to delays
= Maximal delay undocumented and/or unbounded?
= Transactions might be reordered

= Interference channels have to be identified and mitigated
= Time interference

E AS A AMC-20 — Amendment 23
= Resource interference

. . oy . . AMC 20-193
= Either robust time and resource partitioning, or WCET has to be
determined with all software components on all cores executing Advisory
in the intended final configuration [CAST32A, AMC20-193] Circular
[AMC 20-193] EASA. AMC-20 — Amendment 23. AMC 20-193. Use of multi-core processors, 2022. T ity

[AC20-193] FAA. Advisory Circular AC No 20-193. Use of Multi-Core Processors, 2024.

Building Scalable Safety Solutions for Embedded Systems
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TimeWeaver — Non-intrusive Hybrid WCET

= Focus: non-timing-predictable microprocessors

= Combines static value and worst-case path analysis and hardware measurements based on
non-intrusive instruction-level tracing

Application Code Specifications (*.ais)

Worst Case Execution Time (WCET)

estimate based on local tracing information Example Targets:
+ Trace Coverage report ARM C RSE/R52
1 + Time Variance report over all traces ortex / /
Compiler Wl + Visualization, Documentation M7/A53/A72/AXX...
_ = =T | PowerPC QorlQ
Linker == ES —_— S "
= = = S ' P40xx/P50xXx...
Executable _,1' e e — .
(*.elf /*.out) | e Also applicable to:

TriCore/AURIX

EB F¢ / A | [ l [
52 0( M Ll — i s ) | il i Jeoe i | l ‘— s

4E Ff/ Entry Point .

Instruction-Level Traces

@
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Astrée

= Abstract Interpretation-based static runtime error analysis at source code level

= Astrée detects all runtime errors* with few false alarms: s 66 ey

nnnnnnnn —

= Covered defect classes: array index out of bounds,
int/float division by 0, invalid pointer dereferences,
uninitialized variables, arithmetic overflows, data races,
lock/unlock problems, deadlocks, ...

= Ensures C/C++-level memory safety
= Data and control flow analysis, data and control coupling analysis
= Non-interference analysis, signal flow analysis, taint analysis
for data safety, security and fault propagation, SPECTRE detection
+ User-defined assertions, unreachable code, non-terminating loops, alias analysis -
+ Check coding guidelines (MISRA C/C++, Adaptive AUTOSAR C++, . mc\uded
CERT C/C++, CWE, 1SO TS 17961) CRuleChedkel
+ Automatic support for ARINC653/OSEK/AUTOSAR OS configurations

* Defects due to undefined / unspecified behaviors of the programming language

Building Scalable Safety Solutions for Embedded Systems




Data and Control Flow Analysis in Astrée

= Control flow analysis
= Caller/callee relationships between functions
= Call graph
= Function calls per concurrent thread

= Data flow analysis

= List of global/static variables with information about
= |ocations/functions/processes performing read/write accesses

= access properties:

* Thread-local
= Shared
= Subject to data race

= Data and control coupling / Interference analysis

= Soundness: ho data/control flow is missed

= Aware of data and function pointers, task interference, ...
= Freedom of interference can be proven

Building Scalable Safety Solutions for Embedded Systems




Non-Interference Analysis

= Astrée provides sound user-configurable taint analysis
=  ASTREE_taint_add, ASTREE_ taint_add _if, _ ASTREE_taint_sink,  ASTREE_taint_alarm

= Signal flow: output signal Y is not influenced by input signal

= Upcoming law prepared by CARB effectively requires 13 CA ADC
interference analysis of all inputs and outputs §968.2  CALIFORNIA
" Monitoring deVice needed for a” parameters that § 1968.2. Malfunction and Diagnostic System Requirements—
can affect emissions 2004 and Subsequent Model-Year Passenger
m Omlttlng OBD Only feaSible for parameters that Cars, Light-Duty Trucks, and Medium-Duty Vehicles and Engines.

cannot affect emissions

" Freedom of interference between software components at programming language level
= E.g. components of different SIL/ASIL
= Data and control coupling

= Cybersecurity properties, e.g., separation between trusted / non-trusted code/data
" Propagation of corrupted values (safety and cybersecurity)

Building Scalable Safety Solutions for Embedded Systems

€l Absint




Support for Cybersecurity Analysis

= Many security vulnerabilities due to undefined / unspecified behaviors in the
programming language semantics:
= buffer overflows, invalid pointer accesses, uninitialized memory accesses, data races, etc.

= Consequences: denial-of-service, code injection, data breach
= Absence can be proven by Astrée

| QU Astrée - Spectre vulnerability detection (1)

Project Analysis Editors Edit Tools Help

= Astrée provides further sophisticated AR RN

s Analyzed file: preprocessed/src/spectre.c C Original source: C:/Users/drdan/AppDal../a3c vmkpgY- & /examples/src/spectre.c
7/ char c1 = ((charx)s1)[i];

void victin_function_ve1(size_t x) { char <2 = ((char*}s2)[1];
b tf (x < array1_size) f (c1 > e2)
. | temp & array2larrayllx] * 5121; return 1;
-l ) U (c1 < c2)
L 43 |) xin [0, 15] return -1;
}
# void leakByteLocalFunction( p &= array2[(k)’ return
void victim_function_ve2(s{>Ze-t }
M M M M M f (x < arrayl_size) { |(akaunsigned int)
| e C I n CO I n u I e I n e S u e e C e r I n C u e LeakByteLocalFunct ion( : extern size_t arrayl_size, array2_size, array_size_mask;
C } tainted with hue 1 extern uintd_t arrayl(16], array2[1624], temp;
b}

void victim_fun
. void victim_function_v@3(size_t x) { if (x < arrayi_size) {
f (x < arrayl_size / 2) 30
ata and Control Flow Analysis il 5
i ¥ .
‘ » ‘
T . t ! | ) Line 43, column 2 Line 30, column 1

~ | [ call#main at spectre.c:127.5-9

call#victim_function_v01 at spectre.c:137.6-38
Erroes: ALARM (D) spectre_vulnerability: direct vulnerability at spectre.c:41.19-28 ]

. . ) .‘ > temp &= array2[arrayi[x] * 512];
= |mpact analysis (data safety / “fault” propagation) @ ettt e =

Ll Filter: | T ¥ | More filters | 11 of 22 findings visible
@ Flow a ies: 11

= Non-interference analysis (signal flow analysis, e s i

s i e
(B) oy bocstions with e Order ype Category Location Classification  Comment Message

. Data races. 0 Alay b 1 ALARM (D) spectre_vulnerability: direct vulnerability
freedom of interference) et 100% PR [ o [~ e T T R
<1s
Side channel attacks

= SPECTRE detection (Spectre V1/V1.1, SplitSpectre)

4 Duration: AOutput | W Findings 4 Locations AsSearch A Project monitor 000 .

®
Building Scalable Safety Solutions for Embedded Systems ﬁ Absint




Astrée Use Cases

Abstract Interpretation to detect
runtime errors

Abstract Interpretation to detect
unreachable code

Abstract Interpretation to verify data
and control flow

Sound taint analysis for data safety

/\
~ — |

Sound taint analysis for cybersecurity

\/

Sound signal flow analysis,
supporting CARB regulations

SW Integrators
(integration verification)

|

Abstract Interpretation to detect
concurrency defects

Sound taint analysis for
freedom of interference

Quality Managers SW Developers
(module verification) .
Reporting of SW .
quality metrics 4

Static analysis to assess compliance
to coding standards

STU-level rules

Building Scalable Safety Solutions for Embedded Systems

System-level rules
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Raptor Astrée Ra ptor AStrée

Enable : Enabled
Auto Run : Enabled
Results Location : Raptor Default

P45 COM112_Summit_Raptor_Safe - Simulink
DEBLIC MODELING

DAY PID CCM112_Summit_Raptor_Sofe ¥

@ "8 CCM112_Summit Raptor_Safe »

xapodsu) Ayndoly

ECU Definition

><

it

"3 Source Block Parameters:raptor_astree — X

I

Raptor Astrée (mask) (link) |

E PER

il

Static analyzer tool integrated with Raptor-Dev which automatically
formally proves the absence of errors in application generated code. For
] safety-critical software written or generated in C. Generated projects
configured for selected target, including considerations such as RTOS,
{ | stubbing of BSW, and resolves common alarms for generated code.
Requires additional Raptor-Safe license. Exceptionally fast and precise
analysis, including.

- Runtime error analysis

- Data race analysis

- Non-interference analysis

- Advanced taint analysis

- and morel

Copyright New Eagle 2025

Parameters

Enabled
Auto Run After Build

[ ]Import DAX File 4

|:| |mpO|"t AAL File Code Mappings - Companent Intesface
Ready View 5 warnings FixedStepDiscrete

Results Location [Raptor Default v |

[ OK ‘ ‘ Cancel H Help ‘ |
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Conclusion

= |n safety-critical systems the absence of safety and security hazards has to be
demonstrated.

= Static analysis crucial for safety and security

= Recommended by all safety norms
v Checking compliance to coding guidelines

RuleChecker

v' Computing code metrics Astrée
v’ Resource analysis: worst-case stack usage, worst-cast execution time aiT WCET Analyzer
v Runtime error analysis by sound static analysis o
= Absence of critical code defects can be proven: TimeWeaver
div/0, buffer overflow, null/dangling pointers, data races, deadlocks, ... StackAnalyzer

= Data and control flow coupling / Interference analysis
= Fault avoidance

= Seamless integration into development workflow via
Raptor-Safe Stack Check, Raptor-Safe Time Check, and Raptor Astrée

®
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