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Why is cybersecurity needed?

Hackers Remotely Kill a Jeep on the Highway—With Me in It

| was driving 70 mph on the edge of downtown St. Louis when the exploit began to take hold.




How did they do it?

Spoofed
Service Tool
CAN Network
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What else could you do?

]
Uconnect °
Spy on
CAN Network Operator

Replay
messages
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How do we prevent this outcome?

Layer 3: o

E/E-Architecture

o Protect and separate

domains

o Secure E/E architectures,
and security gateways Security
with adaptive rules to Gateway

control traffic and access

Secure

new eagle Communication

Layer 1:
Individual ECU

o Protect integrity ‘ !

of ECU SW & data
o Secure Flashing
Secure Access
o HSM as Trusted Anchor
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Layer 4: o

Connected Vehicle

o Protect safety & integrity
of vehicle and privacy of
driver

o Vehicle firewalls and @
security standards for []j
communication and
external interfaces

T

Layer 2: =2

In-vehicle Network

o Protect the integrity of
critical in-vehicle signals
o Authentic communication
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SAE J1939-91C Network Security 7>

: 7~ N
o
‘ Remote
< Attacker
Authentication Data can be optionally

CAN Network encrypted

Freshness

INNOVATE FASTER. SCALE SMARTER © New Eagle. All Rights Reserved




Agenda

J1939-91C OverVieW « Automotive Security
¢ J1939-22

« J1939-91C

« Raptor Solution

INNOVATE FASTER. SCALE SMARTER




new eagle

J1939-22 Introduction

% SURFACE VEHICLE J1939™-22 ‘ SEP2022

INTERNATIONAL« RECOMMEN DED PRACTICE Issued 2021-03

Revised 2022-09

Superseding J1939-22 JUL2021

CAN FD Data Link Layer
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J1939-22 MultiPG vs. J1939-21 PGN %

priority PGN Destination*Source < Payload

CAN ID Data (O ... 8 bytes)

priority PGN Destination Source Header (4 bytes) «— Payload —— Header#2 (4 bytes)

CAN ID Data (4 ... 64 bytes)
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J1939-22 MultiPG Header

priority PGN Destination Source Header (4 bytes)

CAN ID

new eagle

III - II IIII I

«— Payload ——— Header#2 (4 bytes)

Data (4 ... 64 bytes)
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J1939-22 MultiPG Header %‘

Type of Trailer Payload
Service (TOS) Format (TF) Length

\

TOS TF Value Trailer format
001s 000k Reserved
001 001: 32-bit manufacturer specific (OEM) cybersecurity assurance data
001 010k 32-bit manufacturer specific (OEM) functional safety assurance data
001, 011, 32-bit manufacturer specific (OEM) cybersecurity followed by a
32-bit manufacturer specific (OEM) functional safety assurance data
—G64T +56r Feserven
|_ 001 101, 64-bit manufacturer specific (OEM) cybersecurity assurance data J
ot 104 Bd—bH-FRaRiactara-aRaak =R ateR E FHea-E
—001T 1T Reserved
[ 010s 000k SAE J1939 with no assurance data ‘
—o o ey
0116 - 111s Reserved Reserved
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Introduction to J1939-91C

SURFACE VEHICLE st939m.91C
o | RECOMMENDED PRACTICE | ms  smor

A

CAN FD Network Security

RATIONALE
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J1939-91C Three Phases

INNOVATE FASTER. SCALE SMARTER

CMAC,,, FV E

N A |

Secure Messaging

S, FV

ReKey Network

|

Network Formation

© New Eagle. All Rights Reserved
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Network Formation

INNOVATE FASTER. SCALE SMARTER

Y

Leader Follower ‘
| | I
Ta | |
v | Annouce Network |
| { CMAC(Sy, NID) } g
| Confirm
Incorrect S
| | N
| Annouce Leader |
| {nl_cert || nl_nonce } 7
| I/'-Ferify
| | Leader Cert
I‘ Join Network '
™ 1
{fw_cert || fw_nonce }
:/f_—\?erify |
Follower Cert Derive
e session keys
L e
Tne 0 Derive |
|  session keys |
-~
— '
|
lCT = Encrypt( Sy) |
[ |
N |
| CMACCT |
l—" I
v Send Network Key |

{CT || CMAC(CT)}

< RQST(Rekey)

<
5
=
]
=
3

)

Sy = Decrypt(CT)

)

|Secure|y store Sy

"(

\

TNF-RxCert

-RxSN

© New Eagle. All Rights Reserved
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Network Formation - Network Roles

Leader

Annouce Network

Follower

I
=

{ CMAC(Sy, NID) }

Annouce Leader

INNOVATE FASTER. SCALE SMARTER

Confirm
Incorrect Sy

l———

{nl_cert || nl_nonce }

© New Eagle. All Rights Reserved
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|

I//—-"Jerify

| Leader Cert
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TNF-RxCert
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Network Formation - Join Network

;< Join Network :
{fw_cert || fw_nonce } B
:/_Verify :/_\
Follower Cert Derive
| session ke
e ys
I/\ k_/
Tnr | Derive |
| session keys |
‘__/
:/_\ | TE-RcsN
I
ICT = Encrypt( Sy) |
(= I
F\ I
| CMACCT |
I
v Send Network Key »l v
{CT || CMAC(CT) } e

| Verify CMAC

)

Sn = Decrypt(CT)

.

|/’\
lSecurely store Sy
e

RQST(Rekey) :
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J1939-91C Three Phases

INNOVATE FASTER. SCALE SMARTER

CMAC,,, FV E

N A |

Secure Messaging

ReKey Network

Network Formation

© New Eagle. All Rights Reserved
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Rekey Sequence

ECU1 o

ECU2 O

ECU3

@ Address claim @

Il NAME stable

NAME stabilization window;

duration = NAME_TIMEOUT m

INNOVATE FASTER. SCALE SMARTER

Calculating S,

n —
o1 1 s
m
10 1 m
O o
11 O s
Send RQST(Rekey) il

Sent by first node to be ready; and only by that node

Send Rekey

Sent by all nodes, including the node that sent RQST(Rekey).
Calculate S,

© New Eagle. All Rights Reserved

Receive nonce from other ECU

Rekeying window; duration = T
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J1939-91C Three Phases

INNOVATE FASTER. SCALE SMARTER

CMAC,,, FV E

I A |

Secure Messaging

ReKey Network

Network Formation

© New Eagle. All Rights Reserved
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Secure message format

o e s e e S e e e e, . ST s e e, e R e, S e s . S S o S s S . S e S s i U e e S . S, S B S S S, o S S o S S S o, S S S o o T . S o

nonce = f(E, PGN, SA, FV)

l

— Tag = trunc(CMAC(Sy.mac, nonce || PT)) ———

f() = ((E << 23) OR'ed PGN) [| SA || FV

Note: If the new FV value is larger than the maximum allowed value, the Tx device
should request a rekey at its earliest opportunity.

INNOVATE FASTER. SCALE SMARTER © New Eagle. All Rights Reserved 22
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Rekey and Secure Messaging

CAN 2 0025FF02 XFB 7 5939.097
‘40 EA 00 03 04 FA oo‘
CAN 2 J0025FF02 XFB 48 5939.114
40 FA 04 24 ||FF FF 01 FF CA FE FE 5A 53 63 27 53
89 CO 9A JF DE 7D CA FE A3 6E B3 DD o7 65 EO Do
95 31 F9 62 12 7E OA DE 00 00 00 AA AA AA AA AA
CAN 2 |1C25FF00 XFB 48 5939.129

40 FA 04 24 |FF FF 01 FF 00 00 00 10 50 81 D7 50
50 80 00 2D 00 00 00 10 4D 87 37 3F B1 DB 74 65
42 1E A3 50 BF 67 OF B2 00 00 00 AA AA AA AA AA

CAN 2 XFB 16
34 02 00 OC|00 00 00 0O 00 00 00 00 8B BD 9C Cb

INNOVATE FASTER. SCALE SMARTER © New Eagle. All Rights Reserved 23




J1939-91C Gateway

INNOVATE FASTER. SCALE SMARTER

J1939-21

J1939-91C

J1939-21

© New Eagle. All Rights Reserved
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J1939-22 Transport Protocol

J1939 FD Server Channel

Physical Bus : CAN2FD
J1939 Bus : J1939 1
J1939 Protocol : FD (J1939-22)
Channel Address : 0x00 (0)
Max Message Length : 200 bytes
# Tx Connections : 3 (600 bytes)
# Rx Connections : 3 (600 bytes)

J1939 STD/FD
A EEEEEEEEEEEEE——————————

Block Parameters: raptor_j1939_std_fd_tp

J1939 STD/FD Transport Protocol Definition (mask) (link)
This block is used to define a 11939 STD/FD bus to be used by other

Raptor 11939 STD/FD blocks.

Copyright New Eagle 2024

Parameters

J1939 Bus Name: [pikEEInk

Physical CAN Bus Name: 'CAN2FD'

Type Server
Standard or FD: FD (J1939-22)

Channel Address: \OxOO

Max Message Length (bytes): \200

# Tx Connections: \3

# Rx Connections: 3

Join Network J1939 -91C

J1939 -91C Network Name 'Network_1'

Eliihlﬂ ||Iaﬁﬁlid'l*-'iﬂlii| ﬂddliﬂﬁi i |aim

» --- Define NAME

INNOVATE FASTER. SCALE SMARTER

OK Cancel Help

© New Eagle. All Rights Reserved

Apply
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J1939-91C Network Definition

Block Parameters: raptor_j1939_91c_network_def1 X

J1939 -91C Network Definition (mask) (link)

This block configures a 11939 -91C network connected to a particular
J1939 channel.

Copyright New Eagle 2024
Parameters

\Eln=l'Network 1'

J1939 Channel Name 'J1939 1'

J1939-91C Network Configuration

Name : Network 1 Maximum Number of Nodes 2
J1939 Channel : J1939 1

Maximum Network Nodes : 2
Max Auth Limit : 15
Dropped Message Function : DroppedMessageCbk
Formation Permission Function : NetworkFormationPer

SN Key x06, 0x07, 0x08, 0x09, 0x0a, 0x0b, 0x0c, 0x0d, Ox0e, OxO0f] :

Certificate Identifier }B, 0xCC, 0xDD, OxEE, OxFF, 0x00, 0x01, 0x02] :

Private Key . 0x7d, Oxb1, 0x77, Oxfb, Oxa5, Ox1d, Oxb9, Ox2c, 0x2a] }

4

Add Dropped Message Callback

J193NOTEFL) Dropped Message Simulink Function Name

'‘DroppedMessageCbk’

J1939-91C Current Network State

Update Create

Network 1 state
& J1939 STDIFD

Add Network Formation Permission Callback

Network Formation Permission Simulink Function Name

'NetworkFormationPermCbk'

Update Create

OK Cancel Help Apply

INNOVATE FASTER. SCALE SMARTER © New Eagle. All Rights Reserved 27




HSM Architecture and CycurHSM

Hardware Security Module (HSM)

HSM Code

wnwaono

HSM Config Tricores
HSM Data
F 3
RQ i
SRI/SPB

[ Peripherals ]

1 TRNG

D
E
B N AES
V)
G

Debug
Window

Bridge “
Module N PKC
[

RAM RAM ROM

new eagle

A,

/

RAPTOR®
INNOVATION
SUMMIT 2025

ETAS Cycur HSM
software

HSM Management

INNOVATE FASTER. SCALE SMARTER
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. CycurHSM
CycurHSM Proxy Client )
CycurHSM Host Drivers
Host )
HSM |
CycurHSM Proxy Server
CycurHSM
-

' Core Firmware

HSM OS /

Services
Bootloader

CycurHSM HSM Drivers
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Transmit Block

INNOVATE FASTER. SCALE SMARTER

J1939 STD/FD Tx Raw

3 Priority [uint8]
_ J1939 Bus : J1939 1
J|Length [uint16] PGN : 0x000500 (1280)
Destination Address : 0x02 (2)
Transmit Latency : 0 ms
Max Data Size : 10 bytes
) Data [uint8[]]
5 J1939 STD/FD

new eagle

J1939 STD/FD Tx Raw

Priority [uint8]

Data [uint8[]]

© New Eagle. All Rights Reserved

J1939 Bus :

PGN :

Destination Address :
Transmit Latency :
i el

SRSSTS 1
0x000500 (1280)
(laelole () )

0 ms

FuSa Result [uint32]

E2E Specification

Cyber Assurance

: AUTOSAR EZ2E Profile2?
: J1938F 1 C

J1939 STD/FD

29
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Receive Block 7.

J1939 STD/FD Rx Raw et J1939 STD/FD Rx Raw et
PGN [uint32] >
PGN [uint32] [>
J1939 Bus : J1939 1 Source Addr. [uint8] [
J1939 Bus : J1939 1 Source Addr. [uint8] PGN : 0x000800 (2048)
PGN : 0x000800 (2048) Source Address : 0x02 (2) Length[uint16]>
Source Address : 0x02 (2) Max Data Size
Max Data Size : 50 bytes Length [uint16] [ E2E Specification AUTOSAR E2E Profile22
Cyber Assurance | J1939 -9iC Data [uint8[]] )
e ———————— 2
[ =]

INNOVATE FASTER. SCALE SMARTER © New Eagle. All Rights Reserved 30




J1939-22 E2E Configuration

INNOVATE FASTER. SCALE SMARTER

Block Parameters: raptor_j1939_std_fd_rxraw

J1939 STD/FD Rx Raw (mask) (link)

This block is used to receive a raw 11939 message from the J1939 bus.
Copyright New Eagle 2024

Parameters

J1939 Bus Name: 'J1939 1'

Show Age Output

PGN: 0xB0O 2816 i Source Address: 0x02 2\

Max Data Size: 16

E2E Specification AUTOSAR E2E Profile22
Data IDs (uint8) uint8(1:16)

<1x16 uint8> :

Byte Offset in Header 0

Max Delta 3

Assurance Header None

’ OK Cancel

© New Eagle. All Rights Reserved
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J1939-22 E2E Configuration

INNOVATE FASTER. SCALE SMARTER

Block Parameters: raptor_j1939_std_fd_rxraw

J1939 STD/FD Rx Raw (mask) (link)

This block is used to receive a raw 11939 message from the J1939 bus.
Copyright New Eagle 2024

Parameters

J1939 Bus Name: 'J1939 1'

Show Age Output

PGN: 0xB0O 2816 i Source Address: 0x02 2\

Max Data Size: 16

E2E Specification AUTOSAR E2E Profile22
Data IDs (uint8) uint8(1:16)

<1x16 uint8> :

Byte Offset in Header 0

Max Delta 3

| Assurance Header None

’ OK Cancel

© New Eagle. All Rights Reserved

Heln

Annlv
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J1939-22 Assurance Configuration

Assurance Header |None v \

Cyber 64 Bit

T, 1 WOT W] Il

INNOVATE FASTER. SCALE SMARTER © New Eagle. All Rights Reserved 33




J1939-22 Gateway

Block Parameters: raptor_j1939_std_fd_tp6
J1939 STD/FD Transport Protocol Definition (mask) (link)

This block is used to define a 11939 STD/FD bus to be used by other

Raptor J1939 STD/FD blocks.

Copyright New Eagle 2024

Parameters

J1939 Bus Name: [\ AN Rl lelgwy

J1939 FD Gateway Channel physical can Bus Name: ‘canarp

Physical Bus

J1939 Bus

J1939 Protocol
Channel Address
Max Message Length
# Tx Connections

# Rx Connections
Gateway Name

Port Number
Forwarding Address

J1939 -91cC Net‘gqg‘.jg.STD/@batwork 1

Type Gateway

CAN4FD Gateway Name 'Gateway'

myJ1939 22 Po
FD (J1939-22) [ Port Number 2

INNOVATE FASTER. SCALE SMARTER

0x38 (56) Forwarding Address [0x03 0x04] [34] :
200 bytes
3 (600 bytes) Standard or FD: FD (J1939-22) 2
3 (600 bytes) Channel Address: 0x38 56 :
Gateway
5 Max Message Length (bytes): 200
0x03 (3)0x04 (<# Tx Connections: 3

# Rx Connections: 3

Join Network 11939 -91C v

J1939 -91C Network Name 'Network_1'

(] Enable Unconditional Address Claim

» - Define NAME

Cancel Help Apply

© New Eagle. All Rights Reserved
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J1939-22/-21 Gateway Link Configuration

Iﬁ] Block Parameters: raptor_j1939_gateway_link4

J1939 Gateway Link (mask) (link)

The Gateway Link block defines a single port to port transfer in the Gateway. It
describes the source port (where the messages come from) and the destination port
(where the messages will be sent).

Each connection has an optional address translation layer which describes the
address conversion from the source port (source address) to the address used on
the destination port (destination address)

Copyright New Eagle 2024

Parameters

Name: 'Link_P1_P3'

Source Port Name: 'myJ1939_22_Port1'
Destination Port Name: 'myJ1939_21_Port3'
PGN Whitelist Table

Filter table contents

0x2B00 2 4 =
0xFDA5S 1 255 -91C
0x2F00 2 4 -91C
Ox2 D00 2 255 -91C

Add Row Delete Row
Address Translation Table
Filter table contents
1 5
2 6
3 7
4 !

OK Cancel Help Apply

INNOVATE FASTER. SCALE SMARTER © New Eagle. All Rights Reserved
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J1939-22/-21 Gateway Statistics

INNOVATE FASTER. SCALE SMARTER

new eagle

T

J1939 Gateway Link Statistics Average Delay Time [uint32]

General Error Count [uint32]

T

Name : Link P1 P3 Transmit Message Lost Count [uint32]

I

T

Excess Delay Message Count [uint16]

Receive Message Count [uint32]

I

Forwarded Message Count [uint32]

Filtered Message Count [uint32]

I

Last Reset Timestamp High [uint32]

J1939 STD/FD Last Reset Timestamp Low [uint32]

© New Eagle. All Rights Reserved 36



J1939-22/-21 Gateway Network Configuration

DBC file :

Ports networked :

Tx/Rx nodes routed :

# J1939 msgs routed :

# Addresses translated :

J1939 Gateway Network

71939 gw network dbc.dbc
myJ1939 21 Port3, myJlo..
myJ1939 21 Port3, myJlo..
29
16

J1939 STD/FD
e

INNOVATE FASTER. SCALE SMARTER © New Eagle. All Rights Reserved
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Summary

SecOC Protocols Raptor Solutions

Why its important J1939-22 Protocol Support
J1939-91C Gateway

AUTOSAR P22 Support

INNOVATE FASTER. SCALE SMARTER © New Eagle. All Rights Reserved 38




Questions?

INNOVATE FASTER. SCALE SMARTER
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