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AbsInt Key Products
aiT WCET Analyzer
▪ Safe upper bounds on worst-case execution time: timing guarantees

TimingProfiler
▪ Static worst-case execution time estimates: continuous timing feedback

TimeWeaver
▪ Hybrid worst-case timing analysis: combines tracing with static analysis

StackAnalyzer
▪ Safe upper bounds on maximal stack: no more stack overflows

CompCert
▪ Formally verified optimizing C compiler: unparalleled level of confidence

Astrée
▪ Detects all runtime errors, data races, deadlocks, and other critical errors
▪ Checks coding guidelines (MISRA, CERT, ...)
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A Security Issue ?
void heartbleed_bug(char *input_buffer, unsigned int input_length) {

char *mybuffer = (char*) malloc(input_length);

memcpy(mybuffer,input_buffer,input_length); 

}
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▪ Heartbleed bug (2014)

▪ Security bug in OpenSSL

▪ Passwords, social insurance numbers, 
patient records, ... leaked

▪ Millions of people affected

▪ Estimated cost >$500M*

▪ Underlying code defects are 
safety-relevant!

▪ Defects detectable by 
static analysis

*https://en.wikipedia.org/wiki/Heartbleed (retrieved April 2017)
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Dependability 
▪ Functional Safety

▪ Absence of unreasonable risk to life and property caused by malfunctioning behavior of the system

▪ Security
▪ Absence of harm caused by malicious (mis-)usage of the system

▪ Reliability: 
▪ Probability with which the system performs its required functions under specified conditions for a 

specified period of time

▪ Availability:
▪ Probability with which the system operates at a random time within its life range
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(Information-/Cyber-) Security Aspects
▪ Confidentiality

▪ Information shall not be disclosed to unauthorized entities

 safety-relevant

▪ Integrity
▪ Data shall not be modified in an unauthorized or undetected way

 safety-relevant

▪ Availability
▪ Data is accessible and usable upon demand

 safety-relevant

+ Safety
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In some cases: not safe  not secure

In some cases: not secure  not safe

DO-356A. Airworthiness Security Methods and Considerations, 2018.



Memory Safety
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Back to the Building Blocks: A Path Toward Secure and Measurable Software. The White House, USA. 2024.
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Unforgivable Defects
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EU Cyber Resiliance Act CRA
▪ Comes into force end of 2027

▪ Introduces mandatory cybersecurity 
requirements for manufacturers and 
retailers, governing the planning, design, 
development, and maintenance of 
all products that contain a digital 
component (HW or SW) where the intended
purpose includes connectivity (incl. file I/O).

▪ Excluded are certain open-source 
software or services, and products that 
are already covered by existing rules, e.g.
medical devices, aviation and cars. 

▪ Note: the regulation does apply to products 
using open source software.
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Functional Safety
▪ Demonstration of functional correctness

▪ Functional requirements are satisfied

➢ Automated and/or model-based testing

➢ Formal techniques: model checking, theorem proving

▪ Satisfaction of safety-relevant quality requirements
▪ No runtime errors (e.g. division by zero, overflow,

invalid pointer access, out-of-bounds array access)

▪ Resource usage:
▪ Timing requirements (e.g. WCET, WCRT)

▪ Memory requirements (e.g. no stack overflow)

▪ Robustness / freedom of interference (e.g. no corruption of content,  
incorrect synchronization, illegal read/write accesses)

▪ Compliance with the software architecture, data and control coupling

➢ Insufficient: Tests & Measurements
▪ No specific test cases, unclear test end criteria, no full coverage possible

➢ Static analysis

Formal technique (sound): Abstract Interpretation – no defect missed
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Required by

DO-178B /  DO-178C /

ISO-26262, EN-50128,

IEC-61508

Required by

DO-178B /  DO-178C /

ISO-26262, EN-50128,

IEC-61508
+ Security-relevant

ISO 21434, DO-356A, …

Code Guideline Checking

Runtime Error Analysis /
Data & Control Flow Analysis /
Data and Control Coupling

Code Metrics

WCET Analysis

Stack Usage Analysis



Trends in Safety-Critical Systems

▪ Increasing connectivity in safety-critical systems
▪ Cloud-based services

▪ C2X communication

 Increasing frequency and attack scale of cybersecurity issues
▪ 2015 FDA blacklisting Hospira Symbiq infusion pump (Wifi tampering)

▪ 2015 General Motors OnStar RemoteLink App

▪ 2016 Jeep Cherokee hack (Fiat Chrysler Uconnect)

▪ 2017 CAN Bus Standard Vulnerability (ICS-ALERT-17-209-01)

▪ Autonomy – Increasing complexity and criticality
▪ Highly automatic driving, Unmanned Aerial Vehicles, robotics, smart medical devices, …

▪ Growing data cloud
▪ medical data, movement tracking, financial data, social media meta data, …

 Privacy concerns more critical

 Increasing risk of critical software defects
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▪ Over-the-air updates

▪ Smart mobility / grid / …
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Static Program Analysis
▪ Computes results only from program structure, without executing the software. 

▪ Categories, depending on analysis depth:

▪ Syntax-based: Coding guideline checkers (e.g. MISRA C)

▪ Semantics-based

▪ Unsound: Bug-finders / bug-hunters. 
▪ False positives: possible

▪ False negatives: possible

Sound / Abstract Interpretation-based
▪ False positives: possible

▪ No false negatives  Soundness
No defect missed
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Question: Is there an error in the program?

▪ False positive: answer wrongly “Yes”

▪ False negative: answer wrongly “No”  Execution Time / Stack Usage

Execution Time / Stack Usage

sound

Execution Time / Stack Usage

Exact WCET

unsound



Analysis Depth
▪ Division by zero

▪ a/0 → division by zero always happens
▪ can be detected syntactically

▪ a/b → division by zero can occur if b might be zero
▪ semantic information needed: value range of b

▪ Unsound analyzer:
▪ Alarm on a/b: division by zero might happen

▪ No alarm on division on a/b: division by zero might still happen!

▪ Sound analyzer:
▪ Alarm on a/b: division by zero might happen

▪ No alarm on division on a/b: proof that 𝑏 ≠ 0, no division by 0 possible
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ISO 26262: Resource Constraints
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➢ Worst-case execution time (WCET)
➢ Worst-case response time (WCRT) ≈ 
    WCET + preemption time + blocking time

➢ Worst-case stack usage
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Excerpt from: 
ISO 26262-6 Road vehicles - Functional safety – Part 6: Product development: Software Level, 2018.



ISO 26262 – SW Unit Design and Implementation
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Excerpt from: 
ISO 26262-6 Road vehicles - Functional safety – Part 6: Product development: Software Level, 2018.



ISO 26262 – Software Unit Verification
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Excerpt from: 
ISO 26262-6 Road vehicles - Functional safety – Part 6: Product development: Software Level, 2018.



Covered V&V Activities
▪ Worst-case stack usage analysis

 StackAnalyzer / Raptor Stack Check

▪ Worst-case execution time estimation
 TimingProfiler / Raptor Time Check

▪ Worst-case execution time analysis
 aiT WCET Analyzer, TimeWeaver

▪ Runtime error analysis, code guideline checking & 
vulnerability scanning
 Astrée / Raptor Astrée
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StackAnalyzer
▪ Abstract Interpretation-based static analysis at binary code level

▪ StackAnalyzer computes safe upper bounds of the stack usage of the tasks in a program 
for all inputs
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Entry Point 

rec ursion "_fac" max 6;

ins tructi on "_mai n" + 1  com puted cal ls

"_foo A","_foo B","_foo C";

rou tine "_fib" inc arnate s max 5;

Specifications (*.ais) Worst Case Stack Usage
+ Visualization, Documentationvoi d Tas k (voi d) {

var iable+ +;

fun ction();

nex t++:

if (nex t)

do thi s;

ter minate()

}

Application Code

Executable
(*.elf /*.out)

Compiler  
Linker

StackAnalyzer
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Example Targets:



aiT Worst-Case Execution Time Analyzer
▪ Global static program analysis by Abstract Interpretation: 

microarchitecture analysis (caches, pipelines, …) + value analysis + path analysis

 Safe and precise WCET bounds for timing-predictable processors
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Entry Point 

clo ck 102 00 kHz ;

loo p "_cod ebook" + 1 loo p exa ctly 16 end;

rec ursion "_fac" max 6;

sni ppet "pri ntf" is not  ana lyzed and tak es max 333 cyc les;

flo w "U_ MOD" + 0xA C byt es / "U_ MOD" + 0xC 4 byt es is max 4;

are a fro m 0x2 0 to 0x4 97 is rea donly;

Specifications (*.ais) Worst Case Execution Time
+ Visualization, Documentationvoi d Tas k (voi d) {

var iable+ +;

fun ction();

nex t++:

if (nex t)

do thi s;

ter minate()

}

Application Code

Executable
(*.elf /*.out)

Compiler  
Linker

Example Targets:
PowerPC 
  55xx/56xx/57xx/…
TriCore/AURIX
ARM Cortex 
  M0/M3/M4/R4F/R5F…
C28x, LEON, V850, …
RISC-V*



Multi-Core Concerns
▪ Contention on shared resources:

▪ Memory, caches, external interfaces, prefetch buffers, …

▪ Typically arbitrated by interconnects / coherency fabric
▪ Accesses are subject to delays

▪ Maximal delay undocumented and/or unbounded?

▪ Transactions might be reordered

 Interference channels have to be identified and mitigated
 Time interference

 Resource interference

 Either robust time and resource partitioning, or WCET has to be
determined with all software components on all cores executing
in the intended final configuration [CAST32A, AMC20-193]

Software Integrity for Safety-Critical Applications
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[AMC 20-193] EASA. AMC-20 – Amendment 23. AMC 20-193. Use of multi-core processors, 2022. 

[AC20-193] FAA. Advisory Circular AC No 20-193. Use of Multi-Core Processors, 2024.



TimeWeaver – Non-intrusive Hybrid WCET
▪ Focus: non-timing-predictable microprocessors

▪ Combines static value and worst-case path analysis and hardware measurements based on 
non-intrusive instruction-level tracing
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Example Targets:
ARM Cortex R5F/R52/
  M7/A53/A72/AXX…
PowerPC QorIQ 
  P40xx/P50xx…
RISC-V*

Also applicable to:
TriCore/AURIX

Entry Point 

clo ck 102 00 kHz ;

loo p "_cod ebook" + 1 loo p exa ctly 16 end;

rec ursion "_fac" max 6;

sni ppet "pri ntf" is not  ana lyzed and tak es max 333 cyc les;

flo w "U_ MOD" + 0xA C byt es / "U_ MOD" + 0xC 4 byt es is max 4;

are a fro m 0x2 0 to 0x4 97 is rea donly;

Specifications (*.ais)

Worst Case Execution Time (WCET) 
estimate based on local tracing information
+ Trace Coverage report 
+ Time Variance report over all traces
+ Visualization, Documentation

voi d Tas k (voi d) {

var iable+ +;

fun ction();

nex t++:

if (nex t)

do thi s;

ter minate()

}

Application Code

Executable
(*.elf /*.out)

Compiler  
Linker



Instruction-Level Traces



Astrée
▪ Abstract Interpretation-based static runtime error analysis at source code level

▪ Astrée detects all runtime errors* with few false alarms: 
▪ Covered defect classes: array index out of bounds, 

int/float division by 0, invalid pointer dereferences, 
uninitialized variables, arithmetic overflows, data races, 
lock/unlock problems, deadlocks, …

▪ Ensures C/C++-level memory safety

▪ Data and control flow analysis, data and control coupling analysis

▪ Non-interference analysis, signal flow analysis, taint analysis
for data safety, security and fault propagation, SPECTRE detection

+ User-defined assertions, unreachable code, non-terminating loops, alias analysis

+ Check coding guidelines (MISRA C/C++, Adaptive AUTOSAR C++, 
CERT C/C++, CWE, ISO TS 17961)

+ Automatic support for ARINC653/OSEK/AUTOSAR OS configurations
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* Defects due to undefined / unspecified behaviors of the programming language



Data and Control Flow Analysis in Astrée
▪ Control flow analysis

▪ Caller/callee relationships between functions

▪ Call graph

▪ Function calls per concurrent thread

▪ Data flow analysis
▪ List of global/static variables with information about

▪ locations/functions/processes performing read/write accesses

▪ access properties:
▪ Thread-local

▪ Shared

▪ Subject to data race

▪ Data and control coupling / Interference analysis

▪ Soundness: no data/control flow is missed
▪ Aware of data and function pointers, task interference, …

▪ Freedom of interference can be proven
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Support for Cybersecurity Analysis
▪ Many security vulnerabilities due to undefined / unspecified behaviors in the 

programming language semantics:
▪ buffer overflows, invalid pointer accesses, uninitialized memory accesses, data races, etc.

▪ Consequences: denial-of-service, code injection, data breach

 Absence can be proven by Astrée

▪ Astrée provides further sophisticated 
analysis modules:
▪ Checking coding guidelines (RuleChecker included)

▪ Data and Control Flow Analysis

▪ Taint Analysis
▪ Impact analysis (data safety / “fault” propagation)

▪ Non-interference analysis (signal flow analysis, 
freedom of interference)

▪ Side channel attacks
▪ SPECTRE detection (Spectre V1/V1.1, SplitSpectre)
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Efficiency
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weeks minutes

(Sound) Static Analysis

per release per change

QA everyone

manual automatic

high low

low complete

Time to Analyze

Frequency of Analyses

Who runs Analyses

Level of Automation

False Alarm Rate

Defect Detection Rate
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Can You Trust Your Compiler?
▪ Compilers are complex software

▪ A buggy compiler can introduce bugs in compiled code: miscompilation

▪ Compiler bugs can cause erroneous and erratic behavior

▪ Compiler bugs are difficult to identify

▪ Miscompilation invalidates safety guarantees provided by source-level verification
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The CompCert Compiler
▪ Formally verified optimizing C Compiler

▪ CompCert avoids miscompilation by formal verification of the compiler itself

▪ The code it produces is proved to behave exactly as specified by the 
semantics of the source C program. 

▪ This level of confidence in the correctness of the compilation 
process is unprecedented and contributes to meeting the 
highest software assurance levels.

▪ Validates source-code verification activities

▪ All safety properties verified on the source code automatically 
hold for the generated code as well.

▪ Enables proven traceability between source code and 
executable object code

▪ The performance of the generated code is comparable to 
state-of-the-art modern compilers with mid-level optimizations
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Memory Safety for C
✓ Violation of resource bounds

▪ stack overflow

✓ Compliance to MISRA C
▪ No missing alarms on semantical rules

✓ Data corruption in sequential execution
▪ invalid pointer access and manipulation: 

buffer overflows, null pointer accesses, dangling pointers, 
out-of-bounds array accesses, ...

✓ Data corruption in concurrent execution
▪ data races 

▪ inconsistent locking

▪ access to variables reserved for other processes

✓ Miscompilation
▪ compiler silently generates incorrect code
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CompCert
formally verified 

optimizing compilation

StackAnalyzer
Abstract Interpretation

Astrée
Abstract Interpretation

Astrée
Abstract Interpretation

Astrée
Abstract Interpretation



Conclusion
▪ In safety-critical systems the absence of safety and security hazards has to be 

demonstrated.

▪ Static analysis crucial for safety and security
▪ Recommended by all safety & security norms

✓ Checking compliance to coding guidelines

✓ Computing code metrics

✓ Resource analysis: worst-case stack usage, worst-cast execution time

✓ Runtime error analysis by sound static analysis
▪ Absence of critical code defects can be proven: 

div/0, buffer overflow, null/dangling pointers, data races, deadlocks, …

▪ Data and control flow coupling / Interference analysis

▪ Fault avoidance

▪ CompCert provides unprecedented level of confidence in compiler correctness
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RuleChecker

Astrée

aiT WCET Analyzer

TimeWeaver

StackAnalyzer
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email: kaestner@absint.com

http://www.absint.com
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